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Promotes awareness of search and seizure 
principles

 Conferences for state judges

 Computer Searches and Seizures

 Annual Symposium / published lectures

publications at  www.NCJRL.org

Fourth Amendment Initiative

Annual Fourth Amendment Symposiums
2002:  Technology

2003:  Race & Ethnicity

2004:  "Tools" to Interpret 

2005:  Computer Searches and Seizures

2006:  Role of Objective vs. Subjective Intent

2007:  Independent State Grounds

2008:  Border Searches -- digital and physical

2009:  "Great dissents"

2010:  Fourth Amendment Rights of Children

all at WWW.NCJRL.org

Cyber Crime and Digital Evidence 
Publications / Projects

lots on line at   www.NCJRL.org

including:

Email delivered Cyber Crime Newsletter

Internet Victimization Symposium

Materials  on computer-related crime
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WEBINARS on Internet Technology

Web Browsing 101

Hiding Tracks on the Web

Interactive Media

Mobile Devices

Peer-to-Peer Technologies

Emerging Uses/Cutting Edge Technologies

recorded/ live at NCJRL.org

See 

HANDOUT

for  Dates

 Comprehensive Search and Seizure for Judges 

 Searches and Seizures of Computers and Digital 
Devices

 Internet Crimes Against Children

Grant-funded Judicial courses

this course

Power points and binder materials
available at:

WWW. NCJRL.org
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NCJRL.org

The Fourth Amendment

Its History and Interpretation

Thomas K. Clancy 

ISBN-10: 1-59460-412-6
ISBN-13: 978-1-59460-412-6

www.cap-press.com/books/1795

$70 on 
Amazon

Cyber Crime and Digital Evidence
Materials and Cases

LexisNexis (2011)

ISBN: 9781422494080
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Reasonableness clause

The right of the people to be secure in their 
persons, houses, papers, and effects, 
against unreasonable searches and seizures,
shall not be violated,

Warrant clause

and no Warrants shall issue, but upon 
probable cause, supported by Oath or 
affirmation, and particularly describing the 
place to be searched, and the persons or 
things to be seized.

Amendment IV

Federal vs. State guarantees

States free to interpret OWN constitution to
provide more protections to individuals

 increasing trend:  PA, CT, OR, …..

 contra    CA, FL, … prohibited from doing so

 Symposium, 77 Miss. L.J. 1 (2007) 
lots of info on developments ....

how many times daily?
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structure of 4th Amendment analysis 

IN EVERY CASE, ....

1.  Does the 4th Apply?

A.  Gov't activity: "Search"  or  "Seizure"  
B.  Protected interest:  liberty, possession, privacy

2.  Is it Satisfied?
 "Reasonable" 
 Warrant Clause requirements

[3.  Remedies?]

memo in tab #1

Structural Approach to Fourth 
Amendment cases 

Applicability:

 What Amendment Protects

 "Search" Defined

 "Seizure" Defined 

Day #1:  Fourth Amendment Structure
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Satisfaction:

Reasonableness

tests --
attempts to provide 
overall framework to 
"Unreasonable"

Exclusionary Rule

exigent circumstances -
- vehicles – inventories 
-- frisks -- plain view –
consent --

Probable Cause --
articulable suspicion

Warrant Issuance and 
Review

Warrant Execution 
Issues

Vehicle Searches and 
Seizures

not covered -- lots of 
"satisfaction" Issues

the crime scene

digital searches and seizures

applicability and satisfaction

In Every Digital Evidence Case, ....

1.  Does the 4th Apply?

A. gov't activity: "Search"  or  "Seizure"  
B.  Protected interest: liberty, possession, privacy

2.  Is it Satisfied?
"Reasonable" 
Warrant Clause requirements

[3.  Remedies?]
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published search and seizure appellate ct. decisions

STATE FEDERAL
2010

2009

2008

24       (13) 

13 (10)

13  (10)

23        (17) 

17 (16)

17     (13)

2007 9          (5) 14   (9)

2006 17        (9) 14         (8)

2005 13        (8) 20        (15)
2004 14      (11) 6             (4)
2003 7          (6) 6             (6)
Pre-2003 31      (19) 40         (24)

total 141  (91) 157 (112)

green - total cases

yellow  - Child Porn

298   total
203 Child

Porn

68 %

"inside the box, outside the box"

The Box

Outside the 
box

topics include:

internet investigations

statutory protections:

•stored communications 
act

•wiretap act

•pen register / trap and 
trace

the crime scene

inside the box
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 introduction to digital evidence & computer
forensics

 Reasonable expectations of privacy

Day 1:  inside the box

day #2 

Is the Fourth Amendment satisfied?

 two approaches to digital evidence

conceptual difficulties of applying 
traditional doctrines to digital evidence



 outside the box:  into to technology !
 Internet, Networks, New Technologies

 legal framework "outside the box" 
 Jones' influence

 typical steps in digital investigation

 tracking technologies & legal framework
 Beepers, GPS, Cell Sites

Day 2:  outside the box
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 What is essential purpose of Fourth 
Amendment?

 What methodology ("tools") should be 
employed to effectuate that purpose?

two fundamental questions

Historical roots of Amend. IV

Customs writs of assistance

 Otis’ argument

general warrants in England

 Entick
 Wilkes

Common law search warrant

 neutral magistrate
 oath
 probable cause
 specified limits on scope of  search
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Writs of Assistance Case 1761

Jeremiah Gridley
AG Massachusetts Bay Colony

Writs 

 necessary to enforce customs laws….

 benefits the Revenue . . . .

sole support of Fleets & Armies, abroad, & Ministers at home, 
without which the Nation could neither be preserved
from the Invasions of her foes, nor the Tumults of her own 
Subjects

Otis

 writs of assistance --

“places the liberty of every 
man in the hands of every 
petty officer”
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 A man’s house is his castle . . . This writ . . 
. would totally annihilate this privilege.

 Custom-house officers may enter our houses, when 
they please . . . [They] may break locks, bars, and 
every thing in their way; and whether they break 
through malice or revenge, no man, no court, can 
inquire.

 Bare suspicion without oath sufficient

 alternative vision:  “special writs” legal  --
common law search warrants

John Adams
July 3, 1776, letter to his wife:

When I look back to the year 1761, and recollect the 
argument concerning writs of assistance in the 
superior court, which I have hitherto considered 
as the commencement of this 
controversy between Great Britain and 
America,  and run through the whole period . . . and 
recollect the series of political events, the chain of 
causes and effects, I am surprised at the suddenness 
as well as greatness of this revolution.

letter to William Tudor, in 1817:

 Every man of a crowded audience appeared to me 
to go away, as I did, ready to take arms against 
writs of assistance. Then and there was the first 
scene of the first act of opposition to the arbitrary 
claims of Great Britain. Then and there the 
child Independence was born.
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letter to William Tudor, in 1818:

Wits may laugh at our fondness for molasses, 
and we ought all to join in the laugh . . . .  

General Washington,  … always asserted and 
proved, that Virginians loved molasses as well 
as New Englandmen did. I know not why we 
should blush to confess that molasses 
was an essential ingredient in American 
Independence.

Mass. Declaration of Rights
Article 14

Every subject has a right to be secure from all 
unreasonable searches and seizures of his person, his 
house, his papers, and all his possessions.

All warrants, therefore, are contrary to this right, if 
the cause or foundation of them be not previously 
supported by oath or affirmation, and if the order in 
the warrant to a civil officer, to make search in 
suspected places, or to arrest one or more suspected 
persons, or to seize their property, be not 
accompanied with a special designation of the person 
or objects of search, arrest, or seizure; and no warrant 
ought to be issued but in cases, and with the 
formalities prescribed by the laws.

Wilkes warrant

“to make strict and diligent search for the 
authors, printers, and publishers of a 
seditious and treasonable paper, entitled, 
The North Briton, No. 45, . . . and them, or 
any of them, having found, to apprehend 
and seize, together with their papers.”
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Entick Warrant

arrest Entick and seize all his books and papers, 

based on the charge that he was “the author, or 
the one concerned in writing of several weekly very 
seditious papers[.]”

Adams’ Library

Sons of Liberty Bowl
1768

General warrants

http://www.mfa.org/collections/object/39072
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Backscatter Van.wmv

backscatter van
 http://www.as-e.com/zbv/

The Framers’ Intent:  John Adams, His Era, 
and the Fourth Amendment

86 Indiana L. J. 979 (2011)


